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"lntellectual property may be the way to maintain that 
difference which distinguishes the business from its 
competition so entrepreneurs do need to  understand 
the basics and to  know when to  get specialist advice ... I I  
"The first step in protecting and exploiting intellectual 
property will be to  know just what i t  is that you have: 
Conduct an intellectual property audit. " 
'7 What is 'intellectual property . 
What is  likely to show up on an 'IP audit'? 
How are these assets protected in the 
European Union? 
What cases have been decided recently by the 
courts? 
What changes are afoot in the European 
system, especially for patents? 
What are intellectual property rights? 
Legal exclusive rights over 
- Intellectual creations (literary, scientific, or artistic) 
- fruits of research and development (industrially applicable 
inventions, designs) 
- marketing devices and achievements (trade markslbrands, 
goodwil I) 
Not always 'intellectual', can be industrial or 
entrepreneurial 
Not always 'property' 
What forms does intellectual property 
take? (WTO TRIPS) 
Copyright [no formality]/ protects original works 
Trademarks [Registration the most satisfactory and transparent form of 
protection] 
Geographical Indications [Registration/listing / unfair competition laws] 
Industrial Designs [Mainly registered but short-term unregistered 
Community Design, EU-wide. 
Patents [Registration only] 
Layout-Designs (Topographies) of Integrated Circuits [Varies] 
Protection of Undisclosed Information [Unregistered prob not 
'property'] 
Control of Anti-Competitive Practices in Contractual Licences 
In the EU there is a further variety: Database right 
UK Intellectual Property Office and 
IP audits for SMEs 
Pilot scheme in 2007 for 40 small to  medium sized 
enterprises (SMEs) through regional development 
agencies 
Subsidised IP audits, offline 
Online 'lP health checks' 
April 2013 call for volunteers to  expand service 
IP professionals to  conduct initial audit 
Follow-up review with registered patent or trade 
mark attorney 
What would an IP audit be looking for? 
Registered rights such as patents, trademarks, 
registered designs 
- Assume unlikely, unless takeover of assets 
Unregistered rights that company may not even be 
aware of, eg 
- Copyright in software, technical manuals, advertising 
literature 
- Rights to protect technical and commercial secrets ('trade 
secrets'), such as secret formulae (think Cocacola, Campari), 
'source code' 
- Unregistered design rights to protect product design and 
graphic design 
European Union and i t s  Member 
States 
Geography, 27 member countries 
ht t~: / /euro~a.eu/a bout- 
EU institutions 
- Council (of Ministers) 
- Parliament 
- Commission 
-Court of Justice/ General Court 
Copyright/ author's right 
Protects original 'works' (literary, dramatic, 
musical, artistic, cine) 
Also 'neigh bouring rights' (broadcasts, 
phonograms, live performances, etc) 
From creation to 70 years from author's death 
No registration (though desirable in USA) 
Economic and moral rights 
Copyright/ author's right and the European 
Union 
Governed by the national laws of Member States 
Disputes litigated in Member States, but.. 
Many aspects are 'harmonised' by EU legislation 
'directives', eg 
- Copyright in computer programs 1991/2009 
('software directive) 
- Term (duration) of copyright 1993/2006 
- Databases 1996 
- Copyright in in the information society 2001 
('I nfosoc') 
- Enforcement 2004, covers copyright 
Copyright/ author's right and the 
European Union 
In cross-border disputes, EU legislation 
('Regulations) deal with 
-which courts can hear cases ('Brussels') 
-which law they should apply (Rome I, II) 
-how judgments may be recognised and 
enforced (Brussels) 
Another piece of EU legislation, the 
'enforcement directive' harmonises national 
law IP procedures and remedies 
Copyright ruling of Court of Justice of 
the European Union (CJEU) 
lnfopaq International A/S v Danske Dagblades Forening 
(C-5/08) [2009] E.C.R. 1-6569 
Data capture for subscribers to service, keywords 
chosen for search plus 5 words either side. Not 
'transient' (permitted) copying; Wou Id required 
consent of copyright owner if the words taken were 
authors' personal intellectual creations (ie origi na I) 
Suggests 
Low threshold of originality 
Low threshold for what taking may infringe. 
Lord Hoffman's view - UK standards of originality and 
substantial copying in conformity 
CJEU Case under software directive 
Bezpecnostni Softwarova Asociace - Svaz 
Softwarove Ochrany v Ministerstvo Kultury (C- 
393109) [2011] ('BSA') 
Source code and object code both within definition 
of 'expression of computer program in any form' 
to attract copyright under software directive, but 
not graphical user interfaces, which could be 
protected under general copyright if author's 
personal intellectual creation [or design right?] 
CJEU Case under software directive 
SAS v World Programming Case C-406110 [2012], 
explained by English High Court [2013] EWHC 69 (Ch) 
Licensed user of suite of programs in unique language 
studied their function, syntax, etc and created a 
parallel system which was com pati ble, enabled users to 
migrate data. 
Held -this did not infringe where neither source code 
nor object code were accessed/reproduced. 
There had been infringement of copyright in 
reproduction of manuals, but not the defs program. 
CJEU left open Q of whether copyright in language 
What aspects of copyright are not 
Exceptions and limitations, closed list in lnfosoc 
directive but few mandatory exceptions 
- Academics' at tempt Geiger, Hilty, Griffiths, Suthersanen 'Declaration A 
Balanced Interpretation Of The "Three-Step Test" In Copyright Law' 
http://www.jipitec.eu/issues/jipitec-1-2-2010/2621 
Rules on liability for acts of others: indirect or 
contributory liability, joint wrongdoing 
- left to complementary application of national law 
- Trademark cases Google ADWORD, eBay 
- Contentious 3 strikes P2P legislations eg French 
Hadopi in various Member States 
Pirate Bay Bit Torrent 
Criminal liability in Sweden 
Dramatic Entertainment v BSkyB [2012] EW HC 
268; 
Users upIoading/downIoading; 
operators [not before court in] liable for 
author ing infringement, joint wrongdoing; 
triggers possibility of injunctions/blocking 
orders against intermediaries 
Conclusions on copyright 
Many aspects of copyright harmonised, 
including originality requirement 
Remedies harmonised (damages, injunctions 
etc) 
Computer program copyright protection 
getting 'thin' 
Defences not so well harmonised 
Non-uniform rules for collaborative 
infringement 
Unregistered Community Design 
'Community' from 'European Community' (now 
'European Union') 
EU-wide right created by Reg (EC) 612002 
Protects visual features of design (not exclusively 
technical), 
Design must be novel, have individual character 
3 years from making available to public in EU 
Infringement by copying 
Enforcement directive covers UCDs 
Unregistered Community Designs 
Popular with fashion industry 
Litigated in Member States, limited numbers of 
courts designated as 'Community Design Courts 
of First Instance' 
Novelty - strange 'relative' 
Individual character and infringement assessed in 
the eyes of the 'informed user' who may be a 
advertising manager or a child 
- PepsiCo Inc v Grupo Promer Mon-Graphic SA (C- 
281110 P) [2012] 
Other UCD cases 
Karen Millen Ltd v Dunnes Stores Ltd [2007] l EHC 
449; fashion shirts 
- Burden of proof on claimant not too onerous 
Procter & Gamble Co v Reckitt Benckiser (UK) Ltd 
[2007] 
- Protection may be 'thin', but 
J Choo (Jersey) Ltd v Towerstone Ltd [2008] EWHC 
- Ramona bag; introducing numerous small differences 
won't negate infringement 
Visibility (parts) and functionality 
Lindner Recyclingtech v 
Franssons Verkstader 
Visible in normal use 
Features 'solely dictated 
by the product's 
technical function'; 
design invalid 
Immaterial not uniquely 
determined 
Conclusions on Unregistered 
Community Design 
Useful for visual features of products with a 
short commercial life 
Doubtful where design primarily functional 
Valuable in that EU-wide 
No registration required (though can register 
Community designs up to a year after 
publication to gain longer, stronger protection) 
Important to make design available in EU 
Undisclosed information or 'trade 
secrets' 
Trends 
McAfee and Science Applications International 
Corporation (SAIC) global study on the security of 
information economies, 2011 (External threats ) 
- Secrets = two thirds of value of firms' info 
- China, Russia, Pakistan perceived to be least safe for 
data storage 
- United Kingdom, Germany and the United States 
perceived to  be the most safe 
Cyber-Ark "snooping survey" 2009 - 
internal threats 
2009 survey showed 
IT departments most likely to "snoop" 
33% of UK companies suspect that competitors have received 
sensitive info or IP (39% US), c f  
4% Industrial espionage (8% US) 
10% external hacking (ditto US) 
58% of British workers would take confidential company data if 
faced with redundancy 
40% of staff already retaining confidential data to help negotiate a 
new job 
Client or customer databases are the most likely forms of data to be 
stolen, followed by business proposals and product information 
Next slide - cases in English High Court, Chancery division 
Legal protection of trade secrets 
Looking to protect information that is 
- Secret, a t  least as a body of informationldata 
- Commercially valua bIe/su bstantial 
- Identified (but need to maintain confidentiality if litigated) 
Eg, database of experimental results 
Protection indefinite, but ceases if information 
passes into public domain 
lmportant to keep inventions secret if patent to be 
sought 
lmportant to look after secrets, advising employees, 
etc 
Protection of trade secrets in the EU - 
the good news 
Recognised in EU public procurement and in 
competition legislation and cases 
- 'Technology Transfer Block Exemption', Regulation 
(EC) No 77212004 
- Procurement Directive 93/36, implicit Varec v 
Belgium [2008] 
- made explicit in Procurement Directive 
2004/18/EC Art 6 
Brussels and Rome Regulations apply, to 
identify courts and applicable law 
Protection of trade secrets in the EU - 
the bad news 
Completely un harmonised 
Protected variously by 
- Breach of confidence (as in Malaysia) 
- Unfair competition laws 
-Criminal codes 
- Employment codes 
- Or not a t  all, despite TRIPS obligations 
(Article 39) 
Protection of trade secrets in the EU - 
the bad news, continued 
Even countries with laws protecting trade 
secrets may not provide adequate 
procedures/ remedies, eg Report on trade 
secrets for the European Commission (2012) 
cites Belgium 
Must reveal secrets in open court 
Judges must reveal them in decision awarding 
injunction 
Courts reluctant to grant permanent injunctions 
Enforcement directive does not apply 
What to do? Litigate in friendly 
country if poss, eg UK 
Vestergaard Frandsen v Bestnet [2009], [2011] 
(the defendants had moved from Denmark, 
where injunctions difficult to obtain in trade 
secret cases, to England) 
- "It was agreed that although the contract [of 
employment] was governed by Danish law, it 
could and should be treated as governed by 
English law. That includes the law as to implication 
of terms." [43] 
Vestergaard checklist 
Factors relating to info 
- Nature of info 
- Separability from general knowledge/skill 
- Commercial value 
Factors relating to workplace/ethos 
- Nature of work 
- Attittude of employer 
- Steps taken to keep confidential 
- Uselpractice 
Outcomes of IP audit 
Unregistered rights identified 
Enhanced readiness for any litigation 
Opportunity to improve workplace 
documentation, policies, safeguards 
Consider registering rights, eg 
- Community Designs oami.europa.eu 
- Community Trade marks oami.europa.eu 
- Patents a t  European Patent Office www.epo.org 
Filing statistics, 2011 
Patents (inventions) - EPC - 243,000 
Community Trade Marks - EU - 105,000 
Community Designs (registered) - EU - 22,000 
European Patent system, now and 
to come 
Separate international treaty, European Patent 
Convention 
European Patent Office, autonomous 
institution, independent of EU 
Contracting states EU countries + others, eg 
CH, IS, TR 
European Patent Office 
Single patent application for anyla11 EPC states 
3 official languages, DE, EN, FR 
Application examined for 
- Novelty of invention 
- Inventive step 
- Industrial applicability 
- Clarity of disclosure, etc 
Bundle of national rights granted 
European patents - after grant 
Post-grant central opposition a t  EPO 
Post-grant central amendment (patent owner) a t  
EPO 
Translation into national language required by a 
number of states 
Litigated in member states where 
Challenge (revocation) state by state 
Problem of conflicting outcomes, despite exchanges 
on practice between patent judges 
Partial solution for EU member 
states 
'Patent package' - EU legislation plus international 
agreement 
Intended to come into force mid-2014 
For 25 EU member states (not ES, IT), successful 
applicant may ask EPO for single 'Unitary' patent, in 
language of the application 
Creation of 'Unified Patent Court' (FR, DE, UK, LUX), 
25 EU Member states (not ES, PL) have signed 
agreement, ratifications awaited, 7 year transitional 
period 
Infringement rightsldefences deleted from 
legislation (why?), uniform scope confirmed 
Some further refs and links 
Alison Firth 'Devices to Restrain Competition and 
Protect Discoveries and Enforcement: Confidentiality in 
the Courts and Europe', Ch 21 in Marilyn Pittard , Ann 
Monotti , John Duns Business Innovation And The Law: 
Perspectives from Intellectual Property, Labour, 
Competition and Corporate Law (Ed wa rd Elga r, March 
2013) 
Hogan Lovells International LLP "Study on Trade Secrets 
and Parasitic Copying (Look-alikes)" MARKT/2010/20/~ 
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